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The General Epistemic Dispersion Theory

Abstract 

This work studies the informational cost of determining global integrity in 
fragmented data processed by distributed architectures. We distinguish between 
systems that require nodes to receive semantic and relational metadata to 
reconstruct the global state and systems in which global relations are encoded in a 
reusable structural core while peripheral nodes operate locally.

Under the stated informational assumptions, architectures lacking sufficient 
structure must transmit, pre-install, or reconstruct information needed to resolve 
residual configurational uncertainty. Conversely, when invariants, role associations, 
internal relations, and topology make the global configuration structurally 
determinable, the additional transcript may be empty or limited to residual 
structural uncertainty. Information is therefore shifted, not eliminated, from 
repeated communication to reusable structure.

A cost advantage arises when the amortized cost of building, distributing, 
accessing, and maintaining that structure is lower than the dynamic costs of 
metadata, coordination, semantic replication, and communication that it avoids. 

Keywords: structural epistemic dispersion; information theory; distributed 
systems; global integrity; side information; structural information; conditional 
entropy. 

Introduction

A general problem in the design of distributed systems concerns the information cost required 
to determine global integrity from a set of partial data.
A broad class of distributed architectures addresses this limitation by sharing among nodes 
the information required for semantic and relational understanding of the entire system state 
from the partial data. This approach entails a significant information cost, as it may require 
the repeated transmission, replication, storage, or reconstruction of explicit metadata to 
resolve local uncertainty.

This manuscript introduces General Epistemic Dispersion Theory, an analytical framework 
aimed at quantifying the distribution of the information cost required for the reconstruction 
and global validation of fragmented data. The framework formalizes the distinction between 
architectures based on explicit replication of semantic understanding and architectures in 
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which some of the relations required for global understanding are embedded in a reusable 
structural core.

By applying established principles of information theory—specifically, conditional entropy, 
source coding bounds, and the Fano inequality—the paper demonstrates how the topological 
structure of a system can function as implicit metadata. In the presence of structural 
sufficiency, some or all of the information required for configurational reconstruction or 
global integrity determination can be transferred from reiterated dynamic communication to a 
persistent and reusable structure.
This reallocation reduces the residual uncertainty that must be resolved with an additional 
transcript.

It can yield benefits in terms of communication, coordination, latency, and energy when the 
cost of building, distributing, accessing, and maintaining the structure is lower than the cost of the 
dynamic operations it avoids. 

Original contribution and relation to prior work 

The original contribution of this work lies in the formalization of structural epistemic 
dispersion as a general information-theoretic framework for the global validation of 
fragmented data. The framework explicitly decomposes the informational burden of global 
reconstruction between reusable structural information and residual dynamic information. It 
derives lower bounds on the amount of additional transcript required when structural 
sufficiency is incomplete, including the limiting case in which complete structural sufficiency 
renders the required additional transcript empty, i.e., ℓ(MΠ)=0.

The individual mathematical tools employed in this work—including conditional entropy, the 
Fano inequality, source-coding bounds, and information complexity—are established results. 
It is also well known that the availability of side information, structural dependencies, or 
shared knowledge can reduce conditional entropy and, consequently, the amount of additional 
information required to reconstruct a state or compute a function.

The proposed innovation therefore does not lie in the introduction of new elementary 
principles of information theory, but rather in the formulation of a general framework in 
which the epistemic cost required for global understanding is explicitly reallocated from 
dynamic communication to a persistent and reusable structural core.
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Positioning Relative to Major Prior Paradigms

Side information and correlated-source coding.
In the classical side-information paradigm, beginning with the results of Slepian and Wolf 
(1973), reductions in informational cost arise from the availability of information statistically 
correlated with the source to be encoded or reconstructed. In this setting, side information 
reduces residual uncertainty and, consequently, the amount of information required for 
reliable representation or reconstruction. In the present framework, the structural variable S 
may formally be interpreted as a form of side information, since its availability reduces H(Π ∣ F, 
S); however, this observation does not constitute the claimed novelty. The role assigned to S is 
more specific: it represents a persistent and reusable core composed of invariants, role 
associations, structural relations, feasibility constraints, and decoding geometry. The 
contribution therefore consists in formalizing such a structure as a carrier of configurational 
information capable of absorbing part of the uncertainty required for determining the global 
integrity of the raw data.

Functional coding (Orlitsky & Roche, 2001), graph-based side information, and index 
coding (Bar-Yossef et al., 2011).
In functional coding, graph-based side-information, and index-coding models, graphs and 
relational structures are employed to represent informational dependencies, knowledge 
already available to receivers, or constraints useful for reducing communication, coding, or 
computational cost. In the present framework, topology instead also assumes an epistemic 
and verification role: it does not merely describe information availability or exploitable 
dependencies, but contributes to determining which fragment configurations are compatible 
with a globally admissible state. Structural relations therefore become part of the integrity-
determination mechanism, rather than serving exclusively as a means of optimizing 
information transmission or recovery.

Distributed snapshots and global-state determination.
Distributed snapshot algorithms, such as the Chandy–Lamport paradigm (Chandy & Lamport, 
1985), address the problem of determining a consistent global state through a distributed 
procedure that records local states and communication channels. In such approaches, a global 
state is reconstructed through the explicit acquisition of information from the different 
components of the system. The present framework adopts a different separation of epistemic 
responsibilities: peripheral nodes may be limited to producing local observations or local 
results without having to possess, reconstruct, or interpret the entire global configuration. 
Integrity determination is delegated to the combination of local outputs and the persistent 
structural core S, thereby separating the local production of information from global state 
understanding.

Byzantine agreement and consensus.
Byzantine-agreement paradigms, and distributed consensus more generally (Lamport et al., 
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1982; Dwork et al., 1988; Castro & Liskov, 1999), are oriented toward achieving a common 
decision among processes even in the presence of faults or adversarial behavior. In such 
architectures, communication, replication, and coordination are used to enable participants to 
converge toward a shared outcome. The objective of the present framework is different: global 
integrity determination does not require the nodes to reach agreement, nor does it require 
each participant to acquire a sufficiently complete representation of the overall state. Local 
knowledge may remain deliberately limited, while the ability to determine global validity is 
concentrated in the combination of local observations, structural relations, and internal 
invariants. The separation between local knowledge and global integrity determination 
therefore constitutes an architectural feature distinct from models based on distributed 
agreement.

Summary of the positioning.
The distinguishing feature of the framework therefore does not lie in the generic use of side 
information, graphs, or distributed information, but in the formalization of a persistent 
structural core as a reusable carrier of configurational information. This core reallocates part 
of the epistemic burden from dynamic communication to the structure of the system itself—
its topology, relations, roles, constraints, and invariants—thereby reducing the amount of 
information that must be explicitly communicated or reconstructed during each execution. 
From this perspective, limited local knowledge does not necessarily constitute a deficiency of 
the system, but may instead become an architectural property compatible with the 
determination of global integrity.

The proposed innovation therefore lies in the formalization of structural epistemic dispersion 
as a reallocation of informational load between persistent structure and dynamic information 
in the problem of global validation of fragmented data.

Mathematical model

Let:
• X be the global raw state of an instance;
• F = D(X) be the set of fragments generated by X;
• 𝒫 be the finite set of global feasible configurations;
• Π be a random variable that takes values in 𝒫 and represents the realized global 
configuration of the fragmented instance, including roles, ordering, relationships, and 
instance-specific associations;
• S be a structural variable that takes values in the set 𝒮 of feasible structural cores. 
Each realization s represents a reusable structural core containing feasibility 
constraints, invariants, structural relationships, role schemas, and decoding geometry. 
The same realization s can be reused across multiple compatible instances or 
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executions. By definition, S does not encode Π as a complete and execution-specific 
explicit description;
• MΠ be an additional configurational transcript possibly required for the complete
reconstruction of Π;
• 𝒱 the deterministic global verification function;
• Y ∈ {ACCEPT, VETO} the outcome of the global verification, defined by Y = 𝒱(F, Π, S)
• MY an additional transcript possibly required to precisely determine outcome Y;
• Π∗ and Y∗, respectively, the reconstructed configuration and the reconstructed 
outcome of the global verification.

It is also assumed that fragmentation is informationally reversible once the correct 
configuration is known:
H(X ∣ F, Π) = 0.

Equivalently, there exists a reconstruction function ℛ such that:
X = ℛ(F, Π)
almost surely.

Configurational reconstruction and global verification

The complete configurational reconstruction is defined by:
Π∗ = gΠ(F, S, MΠ) (1),
with the exactness requirement:
P(Π∗ = Π) = 1 (2).
Equivalently:
P(Π∗ ≠ Π) = 0 (3).
Since fragmentation is reversible with respect to the correct configuration, the exact 
reconstruction of Π also allows the lossless reconstruction of the global raw state:
X∗ = ℛ(F, Π∗)
almost surely.

The outcome of the global verification can instead be reconstructed directly by:
Y∗ = gY(F, S, MY) (4),
with:
P(Y∗ = Y) = 1.

Since Y is a deterministic function of F, Π, and S, the following holds:
H(Y ∣ F, S) ≤ H(Π ∣ F, S) (5).
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Consequently, exact configurational reconstruction is sufficient to determine the outcome of 
the global verification, but it is not necessarily required in every architecture. A structural core 
may be sufficient to produce the exact outcome of the global verification even when it does not 
uniquely identify the entire implemented configuration.

Structural Sufficiency and Implicit Metadata

If a structural core S makes the global configuration Π determinable from fragments F, 
then the order, roles, relationships, and constraints do not need to be rewritten by an 
additional transcript at each run.

Thus, assuming that S is already available to the global reconstructor or validator, the 
additional runtime transcript needed to respecify Π can be empty:
MΠ = ∅ ⟹ ℓ(MΠ) = 0
This result does not imply that the construction, distribution, or maintenance of S is 
costless.

Theorem 1 — Residual informational cost of configurational reconstruction

The following theorem extends the previous lossless model to a general regime with bounded 
error; the exact case is recovered by setting εΠ = 0.

Let Π be a discrete random variable that takes values in the finite set of admissible 
configurations 𝒫, with ∣𝒫∣ ≥ 2.
Let F be the set of observed fragments,
S be a structural variable that takes values in the set 𝒮 of admissible structural cores.
Let
MΠ be an additional configurational transcript represented by a conditionally uniquely 
decodable binary encoding.
Define the residual structural uncertainty:
Hres := H(Π ∣ F, S) (6).
Let
Π∗ = gΠ(F, S, MΠ) (7)
be a reconstruction of the global configuration such that:
P(Π∗ ≠ Π) ≤ εΠ (8)
with 0 ≤ εΠ ≤ 1,
and let
pΠ := P(Π∗ ≠ Π) and therefore
pΠ ≤ εΠ.
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Let us define δP the Fano informational term, which upper bounds the residual uncertainty 
compatible with an error probability εΠ:
δP(εΠ) := h2(𝜀̅Π) + 𝜀̅Π log⁡2 ⁣(∣𝒫∣ − 1) (9),
with
𝜀̅Π : = min {εΠ, 1 - (1/ ∣𝒫∣)} (10).

Let
h2(p) = −p log⁡2 p − (1 − p) log2 (1 – p) (11)
the binary entropy relating to the event
E = 1{Π^∗ ≠ Π},
i.e., error/no error.

Since the function
f(p) = h2(p) + p log2 (∣𝒫∣ − 1) (12)
increases up to
p∗ = 1 − (1/ ∣𝒫∣),
after this point, it decreases.
Therefore, the maximum of f(p) for all actual error probabilities consistent with
p ≤ εΠ is obtained in 𝜀̅Π.

Then the average length of the additional transcript satisfies:
𝔼[ℓ(MΠ)] ≥ max⁡{0, Hres − δ𝒫(εΠ)} (13).

Define
Depi(S ; Π ∣ F) := I(Π ; S ∣ F) (14)
and therefore:
Depi(S ; Π ∣ F) = H(Π ∣ F) − H(Π ∣ F, S) (15).
The central decomposition follows:
H(Π ∣ F) = Depi(S ; Π ∣ F) + Hres (16).

Interpretation: 
• H(Π ∣ F), initial configurational entropy; 
• Depi, part absorbed or reallocated in the structure; 
• Hres, part that remains to be resolved dynamically.

Exact reconstruction
In case:
εΠ = 0,
you have:
δ𝒫(0) = 0,
and therefore:
𝔼[ℓ(MΠ)] ≥ Hres.
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Non-identifying regime in exact reconstruction
When:
Hres > 0,
the transcript cannot be identically empty and its average length must be strictly positive:
𝔼[ℓ(MΠ)] ≥ Hres > 0 (17).
Identifying regime
When:
Hres = 0,
the configuration Π is almost surely determined by F and S.
There therefore exists a function g0 such that:
Π = g0(F, S) almost surely.

In this case, the additional configurational transcript can be empty:
MΠ = ∅, and the reconstruction:
Π∗ = g0(F, S)
satisfies:
P(Π∗ = Π) = 1, ℓ(MΠ) = 0 (18).

Proof

Since MΠ is represented by a conditionally uniquely decodable binary encoding and the 
reconstructor has F and S, the source coding theorem implies:
𝔼[ℓ(MΠ)] ≥ H(MΠ ∣ F, S).
By the non-negativity of the conditional entropy:
H(MΠ ∣ F, S) ≥ I(Π ; MΠ ∣ F, S),
since
I(Π ; MΠ ∣ F, S) = H(MΠ ∣ F, S) − H(MΠ ∣ Π, F, S).
By definition of conditional mutual information:
I(Π ; MΠ ∣ F, S) = H(Π ∣ F, S) − H(Π ∣ F, S, MΠ) (19).

Since Π∗ = gΠ(F, S, MΠ), the reconstruction Π∗ is a function of the information available to 
the reconstructor.

Therefore:
H(Π ∣ F, S, MΠ) ≤ H(Π ∣ Π∗).
Applying the Fano inequality:
H(Π ∣ Π∗) ≤ h2(pΠ) + pΠ log⁡2 ⁣(∣𝒫∣ − 1) ≤ δP(εΠ) (20).

Consequently:
H(Π ∣ F, S, MΠ) ≤ δ𝒫(εΠ).
Substituting:
I(Π ; MΠ ∣ F, S) ≥ Hres − δ𝒫(εΠ),
and therefore:
𝔼[ℓ(MΠ)] ≥ Hres − δ𝒫(εΠ) (21).
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Since an average length cannot be negative, the limit can be expressed as:
𝔼[ℓ(MΠ)] ≥ max⁡{0, Hres − δ𝒫(εΠ)}.
In the exact case, εΠ = 0, the Fano term is zero and we obtain:
𝔼[ℓ(MΠ)] ≥ Hres (22).

Finally, when Hres = 0, the discrete nature of Π implies that the configuration is almost 
surely determined by F and S. Therefore, an exact reconstruction exists without 
additional configurational transcript.

Interpretation 
Geometry is implicit, reusable metadata. The information doesn't disappear: it's 
contained in S, rather than being explicitly recommunicated during each reconstruction.

The epistemic weight of global understanding

Each node that must autonomously determine global integrity must receive, possess, or 
reconstruct enough information to resolve its uncertainty about the outcome of the global 
verification to handle partial data.

Let:

• Y ∈ {ACCEPT, VETO}, the outcome of the global verification; 

• Vi, the local knowledge available to node i.

Let Yi
* = gi(Vi, Mi) be an estimator of the global verification outcome,

with:
P(Yi

* ≠ Y) ≤ ε.

If the node must calculate Y using a message Mi, with error at most ε, then:
I(Y; Mi | Vi) ≥ H(Y | Vi) – h2(ε),
with 0 ≤ ε ≤ 1/ 2.

Consequently, assuming a uniquely decodable binary encoding of Mi:
𝔼[ℓ(Mi)] ≥ H(Mi | Vi) ≥ I(Y; Mi | Vi) (23).

Therefore:
𝔼[ℓ(Mi)] ≥ H(Y | Vi) – h2(ε) (24).

If, however, the node must only perform a local measurement:
Li = fi(Vi),
the global outcome is produced by the deterministic global verification function: 
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Y = VG(L1, …, Ln ; S).
Then the node does not need to receive the information needed to understand Y, Π, or the 
entire X.

Information complexity theory generally confirms that distributed computation of a function 
can require the revelation of a positive amount of information, even independently of the 
simple number of rounds (Kushilevitz & Nisan, 1997; Braverman & Rao, 2014).

Corollary — Residual Informational Cost of the Global Verification Outcome 

If:
Y∗ = gY(F, S, MY)
and
P(Y∗≠Y) ≤ εY,
then, since Y is binary:
E[ℓ(MY)] ≥ max⁡{0, H(Y ∣ F, S) − h2(εY)} (25),
with
0 ≤ εY ≤ 1/2.
In the exact regime:
εY = 0,
we obtain:
E[ℓ(MY)] ≥ H(Y ∣ F, S).
If
H(Y ∣ F, S) = 0,
the outcome of the verification is already determined  by F and S, even when:
H(Π ∣ F, S) > 0.

Economic-structural Corollary
Note
All costs are expressed relative to a common cost function or mapped to a common metric, such as economic cost, normalized 
energy consumption, computational time, or an explicitly stated weighted combination.

Let CS be the cost of building, deploying, and maintaining structure S.
Let CE be the initial cost of the semantically explicit architecture.
Let Clocal, t

S, and Clocal, t
E be the respective local costs in execution t, and let Δt be the additional 

cost of metadata, semantic replication, coordination, or communication required by the 
explicit architecture in execution t.
After Z executions:

Cstruct  = CS+∑
t=1

Z

(C local , t
S ) , (26)
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While, for the explicit architecture:

Cexplicit = CE+∑
t=1

Z

(C local , t
E +Δ t ) (27).

The structure is overall less expensive when:

C s−CE+∑
t=1

Z

(C local , t
S −C local , t

E )<∑
t=1

Z

Δ t . (28)

In the simplified case where CE = 0  and Clocal, t
S = Clocal, t

E,

the condition boils down to:

C S<∑
t=1

Z

(Δ t ) (29)

If the average savings per execution is Δ* > 0, the theoretical payback point is:

Z > CS / Δ* (30).

Interpretative limits

The results establish informational bounds conditional on the probabilistic distribution 
considered and the declared decodability assumptions. They do not automatically 
demonstrate a universal reduction in energy, latency, or cost in every single implementation. 
Such advantages require that the cost of building and maintaining the framework be lower 
than the cost associated with the explicit information and semantic replication thereby 
avoided. 
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Conclusion

Any structural uncertainty needed to determine integrity must be resolved through 
transmitted, pre-installed, or reconstructed information. A sufficient geometric structure 
transfers this information from repeated transcriptions to a reusable core, avoiding the need 
to replicate the global understanding at each local verifier.
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